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The CD includes the LiveCD Cai¥ell Server Recovery Kitii KS  a® yl{in¥% 0 0622041 6f S N&F
with hundreds of specialized tools fagcovering servers from disaster.

And the CD includes Kleo Bare Metal Backup for SeKiesis the best most complete backup. It
includes a backup of the Operating System, device drivers and all the installed progesnsf all, you
can completely recover a server without the neafdbriginal operating system disks or the need to hunt
down obscure device drivers andograms that might be obsoleteut still criticalto your server.

How to Install the Carroll-Net Server Recovery KitQ E &nSRX

The CarroiNet Server Recovery Kstavailable for download from the Carrblet website. The

downloadable imageisanig@pc cn FAf ST &adzA il 6fS F2NJ ONBIFGAy3d 0221
@ 2 dzQR LINENEtZ&provide yWiN@th dompleted CD or USB Thumb Drives.

You can downlogthe 1SO fronmttp://carroll.net/Kleo/downloads

If you prefer, you can order a CD or USB Thumb Drive from @detadithttp://carroll.net/Kleo/order

CD Setup
The basics of how to create a bootable CD are pretty straightforward. Download the ISO file, and burn

the file to a blank CIR disc.
These instructions assume you are running Wind&®s Server 2003 or Vista

First, download the I1SO file, and save it toybard drive.
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bSEGT &2dzf f

Internet. We recommendSO Recorddrttp://isorecorder.alexfeinman.com/isorecorder.htm

Insert an unformatted CD into your burner.

Open Windows Explorer, browse to your I1S© fil

Rght-click and chooseCopy Image to CD/DVD

3 Record CO/OVD

ISO Recorder 3.1

Source

@ Image file

(e

Recorder

[¥] Eject after bum

Shatus:

E: Blank Writable Usable -

Recording speed lﬁ

USB Thumb Drive Setup

Yy S SR disc. TN afeNibz¥ns 6f 2xcedledzNidifities available from the

Transferring an 1ISO to a USB Thumb drive has a few more steps than creating a bootable CD. The
process is download the ISO. You then format the Thumb drigegct ISO contents tib and make the

Thumb drive bootable

These instructions assume you ar@ming Windows Vista

First, download the I1SO file, and save it to your hard drive.

The rest of these steps can be run from a command promph CMD.exe and change into the folder

you saved the IS@e sure to run CMD.exe as Administrator.

Second, format yar USB thumb drive (this example assumes Thumb is G: drive)

format .exe G: [fs:fat32

Iv:cnsrk

/g

Third,extract the ISO contentto the Thumb driveWe recommend using-Zip-- http://www.7 -zip.org

7z .exe - X cnsrk.iso

Finally, install a master boot record on t@e drive. You can use the Wim

provided in the 1ISO
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G \ win32 \ syslinux.exe Tma -d/ syslinux G:

Boot the Carroll -Net Server Recovery Kit (the CnSRK)

Booting a CD ddSB Thumb drive should work without special steps on most servers. But if your server

Ad 2t RSNE 2NJ 82dzQNB GNBAY3I (2 SELISNIaSyirBIOs G K §GKS
settings.t @ aALISOALE FOGGSYyGA2y (tchinglyduShean dchdering Wl NJ 2 NJ & 2
shiny new CD or USB Thumb drive doggedly refuses to boot.

Carroll-Net Server Rescue Kit

Type mame of Kernel to boot (or wait 5 secs)

cnsrk (Default kernel)

debug (debug boot sequence)

safe (failsafe boot sequence)

check (test the CD)

memtest (test server memory)
(boot 1st hard drive)

The splash screen lists the boot choices you hake.first column lists choicg®u can select to change
how the system boots. To activate one ofthe labele 2 A OS &> Ge LIS A0GQa yIFYS i
press enter. The system will autotiwally boot the defaulin 5 seonds, unless yopress a key

The boot choices are:

cnsrk The defaultboot choice The boot process Wiscan your system aralitomaticallydetect
your server componentsThis is the right choice for most servers

debug This option causes the boot process to show detailed information as bqgoagresses.
L siugeful to select this option if the boot process appears to harendpyou want to
know why.

safe ¢CKAA 2LIGA2Y RA&lIOfSa YdzOK 2F GKS | dzi2
if you suspect the detection system may be incorrectly identifying server componen

check CKA& 2LIA2Y R2SayQi | Odbdothedia for v ahddefécty
LiQa dzaS¥dzZ AF &2dz 4dz2aLISO0G GKS /5 2NJ

memtest This option causes the server to run a battery of memory diagnostizgséful if you
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suspect the memory, CPU or motherboard of yserver might be malfunctioningThis
boots Memtest86+ version 2.11. See http://www.memtest.org.

hd This option gives you the ability to boot a computer that you suspect has a corrupte
master boot record, but is an otherwise healthy hard drive. It vatittihe first hard
drive of the server.

LiQa LIS nwebdotiffyad thik-yduSnada wrong choice either press CtrAlt-Del or just turn
off the server As a matter of facince the ChSRK makes no changes to your server and installs nothing
onyour hard driveA (i Q& LJS NFebdotialindst aaytinfeS (i 2

Note:¢ KS 200A2dza SEOSLIIAZ2Y Ad AT eedw9diSenvenfari Al G§SR |y
SEIFIYLX SE A0Qa 3ISySNIfte yz2i NBO2YYSperadR (2 NBo22i

O

| SNBQa ¢KIG | adz0O0SaafdzZ te 022GSR /y{wYy f221a fA]

.Applications Places System 4 & [ SatDec26, 2:53AM ) cnsrk

Barz tztal Haciay

-:'k,i

¢tKS AONBSy fleé&2dzi A& Dbha9o LiQa A gaeNdeRaked f &€ & A Y LI
There are dozens of great books available and websites that can answer any questions you have. The
2FFAOALFE | AaSNNa D /Riaryigdome.ofbludets/userduiie/22gisée y S |

gquide.html
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Introduction to CnSRK Security

hyOS 06220SRY 22dzQNB | dzi2YFGAOlIfft& t233SR Ayod . dzi
your server. This is to protect you from inadvertently making changesydR¢d Qi Ay i Sy R® | 2 dz
elevate your privileges to perforsomefunctions.

The command you need to knowsigdo

To launch an elevated privileged shefiea a terminal windowclickApplications MenuA Accessories
A Terminal and type

$ sudo bash
You caralso prefix any command witudo to raise privileges just for that command
$ sudo parted il

Note: Kleo is automatically launched with elevated privileges. It always has full ability to backup and
recover your hard drive.

Connect the CnSRK toyour Network

hyS 2F GKS FTANRG GKAy3Ia e2dzff glyld G2 R2 FFGSNI &
CnSRK comes with support for dozens of Ethernet and wireless network cards. In most cases, the ChSRK

will detect your network and connect autorak O t f @ @ ¢ KSaS RANBOGAZ2YaA | NB T
O2yySOiG 2y AilQa 26y> FYyR YAIKG ySSR a2YS KSft LI TN

,2dzQf f FAYR GKS ySGg2N] A02y 2yLURS GURAKYSINESS | NZE
unconnected, and dark grey toditate an active network connection.

Copyright (c) 2010, CarroltNet, Inc. Page7



@ Applications Places System ¢ & [ SatDec26, 2:57AM () cnsrk

Connection name: |IFOEGE

|
. Editing Auto ethoO x

Barz plztal Haozuo :

< Network Connecti

€ Connect gutomatically
5% Wired il Wireless 1l Mobile Broal yyireq 02.1x Security IPv4 Settings IPv6 Settings

Name

Lz
Hotod: [SUSRPRE DT i

Addresses

DHCP client ID: |

Routes...

4 Available to all users Cancel Apply...

| | & Network Connections <* Editing Auto eth0 E@ hz‘

You can configure networking either by right clicking the icon on the top bar, or by clickiBg<gtesn
MenuA Preferencesy Network Connection® ,2dzQf f FAYR 2LJiA2ya G2 Oz2yf¥

default, options2 & LISOAFe& 'y Lt ! RRNBaa |yR (2 jusRekek NP dzi Sa o
through the screenand experiment until you get the desired results.

Usethe CnSRK to Browse Drives

A lot of server recovery is centeradoundexploring drives. Tdre are several great tools included in the
CarroltNet Server Recovery Kitr disks but two stand out fromtherest. 2 dzQf f FAYR GKSY |y
FRRAGAZY (G2 @&2dz2NJ NBO2@SNE STF2NIlia FyR &82dQff FAYR

The first is the Pathpsest Disk Utility. This isgaeat tool for gathering details about hard drives. All the
technical information you requiris organized in simple easy to understand formébu can launch this
program by clickin@ystemA Administration A Disk Utility.

Copyright (c) 2010, CarroltNet, Inc. Page8



Applications Places System ¢ & [ SatDec26, 2:59AM () cnsrk
Palimpsest Disk Utility

File Edit Help

&3 ay
Floppy Drive
= o Media Detacted My fat32
17 GB Hard Disk ( : 4.3 GB/ 4.0 GIB / 4,293,596, 160 byt
= ATA VBOX HARDDISK /, ’ ‘~ r::\".;_; I, , e "
MBR Partition Table fn s\ Parutc 2 {W9S FAL 34 XOD)
My ext3 — dev/sda2

{ == 2 3 GB Linux Ext3 (version 1.0

ZaatOMEIE OO Hiven The attributes of the partition can be edited. The RS

g My ext3 partition can also be deleted to make room for other

(e 4 3 GB Linux Ext3 (version 1.0
data.
4.3 GB Extended

a -.- Contains logical partitions Partition Label:
{1 535 MB Filesystem

IS Linux Extd (ve Type: W95 FAT32 (0x0b) v
ntfs2
{ == 206 MB NTFS Bootabie
{ - 3.6 GB Free
&= Unatlocated Space Delete
CD/DVD Drive
s R AR I Mountable Filesystem

.~ CnSRK The volume contains a mountable filesystem.
st Label: |My fat32 Change
& | LJ Palimpsest Disk Utility O

Probably the most useful feature of Palimpsésk A 1 Qa Y2dzyd O LI 6Af AGE& D a2dzy
to drill down into a filesystem anecoverA Y RA @A Rdzt £ FAf Sao ¢tKAad A& AYyONSB
with recovering critic £ Rl GF FNBY | RA&1 RNAGS (GKIFIGQa FIFLAfSR®

To mount a partition, select the partition from the explorer on the left. Then &ldikA Mount.
LYYSRAIFIGStes e2dxff aSS I yS¢ RAaA] A02y I LIISIN 2y
files.

Note: Be careful when browsing mounted filesystems. Not only can you see and copy files, but you can
also change and erase them.

¢KS aSO2yR ANBI i T Aitie GaotnéPartfion Editet-2GRartéd2 TaiQ s & wolldAicR A &
partition editorc betteNJ G Kl y Fy@& @2dzQ@S S @S NiklateirfoRepresizé ahdi K A {
verifyLJr NOAGA2ya 2y @2dz2NJ KINR RNRGSo CKA&G A& Ly Y
wonder how you ever did without itYou can launch this program by click8ystemA Administration

A GParted.

é2
I
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Applications Places System

jdev/sda - GParted

Wi o Sat Dec 26, 3:00 AM (b cnsrk

GParted Edit View Device Partition Help
O __/devisda (15.99GiB) v
jdev/sdal fdev/sda2 jdevsda3
4.00 GiB 4.00 GiB 4.00 GiB
Partition File System Label Size Used Unused Flags
Jjdevisdal B ext3 My ext3 4.00 Gig 3.14 GiB B83.29 MiB
fdev/sda2 B fat3z My fat32 4.00 GiB 3.03 GiB 595.74 MiB
fdevisda3 B ext: My ext3 4.00 GiB 314 GiB BR3I.Z9MIB
= [dev/sda4 extended 4,00 GiB
[dev/sda5 . extd 509.84 MIB 26.35 MiB 483,49 MIiB
jdevisdaé | ntfs nitfs2 196.08 MIB 245 MiB 193.63 MIB
unallocated B unallocated 3.31 GiB —
3
0 operations pending
@ | /dev/sda - GParted [=1_Jw]
b2dSY LGQa KIFENR (2 AYFIAYS AYLNRGAYy3A 2y &dzOK |

development team decided to embedded it within the application. We all owe a hearty vote of thanks
to the folks atGNU who created such a great application.

GR NI SR KI &

Iy @SNB

oSt

http://gparted.sourceforge.net/ , 2 dzQf t |
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Kleo Backup

Prepare for Kleo Backups

Kleo is a powerful tool for Backup and Recovery. With it, you can create Bare Metal Backups that can be
recovered with no additional software. No need to chase down operating systes) déskicedrivers

or application installation disks.

The most important preparation is to decide where to store your backups. délestorebackups to an
external hard drive or to another server across your netwdtleo supports network backups to
another Windove Server using CIFS, to a Unix server using NFS or to an SSH server.

Kleobackups are compressed two ways. First only used data blocks are backed up. This eliminates
wasting space storing empty block&nd secondthe backup is zipped.

To male sure thebackupswill fit, the backup is broken into 2 GB chunks, with each chunk numbBesd.
sure if you copy your backups, you preserve all the chunks. A recovery will fail if one of the chunks are

missing.

Copyright (c) 2010, CarroltNet, Inc. Pagell



Kleo Backup to Network

Kleo is a Wizard applicatiohat walks you through each step. TBackup to Networlprocess works

like this; 1) pick what to backup, 2) pitie network option, 3) scout the network for a suitable target, 4)
login to target, 5) pickhe folder on the targetto save to, 6) confirm yawhoicesandstart the backup.

Note: From any page, if you cli€ancel , it will cancel the operation, and bring you back to the first
page. If you clicBack, it will move you backwards in the process one step.

2S5Qff g f1 GKNPRdz3K ork and deMdnktréte typicaDdnsizeds. G 2 b S &

Kleo - Choose Action

F. Kleo

Bare Metal Backups

Choose Action e
Kino is used to creabe and =
= Backup Server recover servers. The recovery B

Bare Metal Backup, and can
complelely recreale a servers
confents.

" Recover Server

Backup Server will create &
backup of this server. You'll be
given a choice of where to store
the backup.

=

g | o | T |

SelectBackup Server and clickNext to initiate a Bare Metal Backup.
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Kleo - Choose Partition

A Kleo Step 1 of 6

Bare Metal Backups

Partition Capacly (GB) | Fags Pick Ihe parfion 1o backup.
n:guau extd . Linux 3rd 429
T (sda2) 2832 - Win FAT 429
I™ |(eda3) exi3 - Linux 3rd 429

T - Consider separale parifions
for your programs and data. ‘Your
T [sca8) nifs - Windows o bare melsl backups wil lake less

_ -

Cancel I < Back I Next > {c) Carrcl-Met, Inc. 2009 Ql

I |(sda%) ext4 - UNSUPPORTED! 0.54

'aS GKAAa (2 AYRAOFIGS 6KAOK RAA] YR LI NIAGAZY

which disk. When you change the disk, the partition list with be updated to show partitions on that disk.

Click the partition by selecting the checkbox, then dilekt .

Note: Kleo is able to backup the following file system type&2, Ext3, FAT16 FAT32, HFSJFSNTFS,
Reiserfs3 Reiserfs4 UFSand XFS

Kleo - Choose Destination

A Kleo Step 2 of 6

Bare Metal Backups

—Choose D |
Choose Metwork” o siore —
* Network . backups on anclher nefworked
(backup to network drive) computer.
" Local Device Choose Local Device' fo siore
(backup to hard drive) on directly

drive (ex: USH or Firewire)

Tip - The best advice B o store
harkirm are for fonm thia asneer 7]

_MI _‘ﬂﬂLI {e) Camrol-Met, Inc. 2009 Q

SelectNetwork and clickNext .
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Kleo - Network Scan

Bare Metal Backups

E/ﬂ A Kleo Step 3 of 6

I
Scout the network for swutable
storage destnatons.

ARer scanning compleles, youll kave
the oplion to review the resufs

~ Review and Select Scan Results s ey e

(Found 3 hosts)

 Specify Network Destination ¥ yoid prebe o 4
the destinafion, ciick “Specify

Cancel I < Back I Mexl > I {c) CarrolkNel, Inc. 2008 Q‘

tKAa aONBSy akK2¢a Ly FYAYFLGAZ2Y 6KAES AGQa a0FyyAy
by selectingSpecify Network Destination and then clickingNext .

After the scan is completed, you can review destinations the scan discovered by sdRsstiagy and
Select Scan Results and then clickingNext .

LT @2dz2QR fA1Sz &2dz Oy Itaz2 F2NStErtltoutttdlSa ol y 2F (KS

Kleo - Select Destination

A Kleo Step 4 of 6

Bare Metal Backups

10022 |CIF8 Pick where i0 siore your backups.

r 10024 |[CFS

r 10023 [CIFS

Cancel | = Back | Hext > (c) Camoli-Mel, Inc. 2008 ﬂ

This screen displays the targets found during the scan. Each line represents a target. It shows the
hostname, the IP address of the target, and the supgmbbackup protocols. To choose a target, select
the checkbox and clidkext .

Copyright (c) 2010, CarroltNet, Inc. Pagel4d



Kleo - Destination Details

: Kleo

Bare Metal Backups

Destination Detais

Targed Senver [

[P Address

Share Mame
Usemame

Password

[ors o) 3]
e
-
_

gancet | _ <goox | [ newo |

With this screen, you can provide thetdis of the network target wheré 2 dzQ R

Step 5 of 6

“Target Server’ & the scrver's =1
name on yor network

T Mddress” i the server's [P
address on your network

Siorage’ 8 the siorage peotocol

“Share’ is the share where o
store backups. -

1 lemnamePasswne ane the L]

9

ic) CamolkMel, Inc. 2009

tA1S G2

aiz

backups.In the first two fields, you specify the host details. You can specify either the hostname, or the
IP address of the target (or both if you like).

The stoage field is a drop down you use to specify the storage protocol. Your choices are CIFS to store
backups on a Windows server, NFS to store backups on the Unix server and SSH to store backups in you
Unix login account. The remaining fields will dependubiat storage protocol you select.

CIFS Backup

L¥ @2dz aStSO0G /LC{x &2dzQff ySSR (2 LINRBOARS GKS
name should not include the server namgust the share.

For example, if the full UNC path wasserverl \ Docs, for Share you would typBocs.

NFS Backup

If you select NFS, you only need to provide the Share name. Enter thensameeexported on the NFS
server (talk to your NFS server administrator for the details).

SSH Backup

{{1 A& | dza S 7T dib stotekaddckdBon ArFSSK sz Rhere yoi Haive an account. For
{KFNB yIlIYSs aStS0OG I FT2ftRSNJ gKSNB @2dzQR ftA1S G2
be the same credentialgu use the to login.

ClickNext to continue
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Kleo - Mount Status

L8 . Kleo
Bare Metal Backups
e |
. . s e
Back at anyfime

= T |

This screen shows an animation while logging into the target. If the login succeeds, you will
Fdzi2 Y GAOItte Y2@S (2 GKS ySEG adSL LT GKSNBQa |
KFELILISYSR® | 2 dgexck fo retrd 8na retiy avith Giffefe Petails.

Where do you want to save your Kleo Backups? — o=
Save in | j S@FRE = -
5 images

2008-12-04-hda2 kb2

2008-12-02-hdd1.kb2

2008-12-09-sdai kb2
2008-12-11-sdai kb2
2009-12-15-sda5 kb2
2009-12-16-sda1.kb2
2008-12-17-sda1.kb2
2008-12-17.50a1-2 kb2

Fie name: |2‘Dﬂ'9-12-?ﬁ-sdavﬂ.k b2 E|

Save
Save as iype: |Klea Backups (*.kb2) j Cancel
H,

This screen presents a file selection didlogp CNRY KSNBI &2dz Oy oOoONRBgasS G2
store your backups. Use it to select the folder, and name the backup file Salrekto continue.
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¢CKAA&d aONBSy adzyYl NRAI Scok dvetyBur obdicesiabdchcktart? tzinifiee Y I RS @
the backup.

While the backups are running, a progress bar will indicate how much has completed.
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